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(54) Processing system security 

(57) For controlling access to a system resource in 
a processing system, reprogrammable logic located 
between a bus and the resource is programmed in a first 
mode to permit access to the resource and is pro- 
grammed in a second mode to at least restrict access to 
said resource via the bus. The resource can be a critical 
area of storage holding or identifying critical operational 
parameters or critical operational software relating to 
the processing system. The reprogrammable logic is 
preferably implemented using a field programmable 
gate array. 
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Description 

This invention relates to computer system security, 
and in particular to the protection of a critical resource 
within a processing system. 

A computer system may be stopped from working 
by a software bug, or by a malicious act interfering with 
a critical system resource. The system resource can be 
a hardware resource, or can be software or data stored 
or otherwise retained within the computing system. 

An object of the invention is to improve the security 
of a system by preventing, or making more difficult 
access to a critical resource. 

In accordance with a first aspect of the invention, 
there Is provided a method of controlling access to a 
system resource In a processing system Including a 
processing engine, said system resource and a bus, 
said method comprising steps of: in a first mode pro- 
gramming reprogrammable logic located between said 
bus and said resource to permit access by said 
processing engine via said bus to said resource; arKi in 
a second mode programming said reprogrammable 
logic to at least restrict access to said resource via said 
bus. 

By reprogramming the reprogrammable logic to 
restrict access to the critical resource, accidental or 
deliberate corruption of the critical resource can be pre- 
vented or at least made more difficult, thus improving 
overall system security and integrity. 

The resource can be a critical hardware compo- 
nent, although It will typically be an area of storage con- 
taining or i(Etenti1pigiBf*giatjg^^^^^ 

critical operational parameters of the system. The pro- 
gramming of the reprogrammable logic in the second 
mode can thus be used to block access selectively or 
totally to the storage area. 

The storage area can comprise test software and/or 
test parameters relating to the processing system. 

Preferably, the reprogrammable logic comprises a 
field programmable gate array. First programming infor- 
mation and second programming information can both 
be stored in memory in the processing system. Alterna- 
tively the first programming information is supplied 
externally to the processing system when required, and 
is not otherwise stored in the processing system. The 
latter alternative provides higher security and may be 
particularly useful for test purposes, whereby a test 
engineer could supply the first programming information 
in a test mode of operation. 

In accordance with a further aspect of the invention, 
there Is provided a processing system (for example a 
computer system) comprising a processing engine (for 
example a microprocessor or microcontroller), a system 
resource, a bus and reprogrammable logic located 
between said k>us and said resource, said reprogram- 
mable logic being programmable In a first mode to per- 
mit access by said processing engine via said bus to 
said resource arKi being programmable in a second 



mode to at least restrict access to said resource via said 
bus. 

Particular emtxKiiments of the Invention wilt be 
described hereinafter with reference to the accompany- 
5 ing drawings in which like reference signs relate to like 
elements and In which: 

Rgure 1 is a schematic overview of a computing 
system; 

10 Figure 2 is a schematic overview of one implemen- 
tation of the present Invention; 
Figures 3-6 relate to further examples of implemen- 
tations of the present invention; 
Figure 7 is a schematic diagram Illustrating the 

IS operation of the invention. 

Figure 1 is a schematic overview of a computing 
system 10. The computing system comprises a proces- 
sor 20 connected via a bus 30 to a number of resources. 

20 A display adaptor 22 enables a display 24 to be con- 
nected to the bus 30. Similarly, a keyboard adaptor 26 
allows a keyboard 28 to be connected to the bus 30. A 
first memory Ml 32 is connected directly to the bus 30. 
A further memory M2 38 containing a critical software 

25 resource 40 Is connected to the bus 30 via reprogram- 
mable logic, for example a reprogrammable gate an^ay 
36. 

A communications adaptor 42 enables an external 
communications line 44 to be connected to the conpu- 

30 let bus 30. 

It will be appreciated that Figure 1 is merely a sche- 
matic Qvei^i#yi^ of a <;aj^Pi^m i)^^. .^^^^ 
alternative computing system could have a different 
structure from that shown in Figure 1 . In the example of 

35 Figure 1 , and also in the examples set out hereinafter, 
the critical resource Is assumed to be data, or software, 
stored in the memory M2 38. However, in other embod- 
iments of the invention the critical resource could be a 
hardware component which is, for example, reconfig- 

40 urable. An example of such a component could be a 
dock signal generator having a selectable clock rate. 
Alternatively, the hardware component could be a com- 
ponent of a system which is used only during certain 
modes of operation of the system. It may be desirable to 

45 prevent access to the hardware component by the user 
of the apparatus, permitting access only during a test or 
repair mode under the control of a service engineer. 

In a preferred embodiment of the invention, the 
reprogrammable logic 36 is a reprogrammable gate 

50 array, such as a field programmable gate array (FPGA). 
In the following embodiments reference will be made to 
an FPGA 36, although other implementations of the 
device for restricting access to the resource may be pro- 
vided. 

55 Rgure 7 illustrates an initial stage of operation of an 
embodiment of the invention such as that described in 
Figure 1. In particular, on initially booting the computing 
system, initialisation code 50 is operable to carry out the 
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initialisation of the system. At a point in the initialisation 
program, reference CI is made to first code stored at 
locations 52 in the memory Ml 32. This information is 
loaded from the memory 32 (which could, for example, 
be a read only memory) into the FPGA 36 to initially pro- 5 
gram the FPGA 36. The FPGA 36 is then responsive to 
signals provided over the computer bus 30 to provide a 
first mode for enabling access by programming code P 
to the critical resource 40 in the memory M2 to perform 
the appropriate initialisation functions. After execution of w 
the code P, a second reference C2 to information stored 
at 54 in the memory 32 is made. This second informa- 
tion 54 is then loaded into the FPGA 36 overwriting the 
original programming of the FPGA 36. This reprogram- 
ming of the FPGA 36 can then prevent, or restrict further / 5 
access to the critical resource 40 in a second mode. 

Any one of many different models of commercially 
available reprogrammable can be employed as the 
FPGA 36 in an embodiment of the invention. The pro- 
gramming of the FPGA 36 will depend on the particular 20 
reprogrammable FPGA used and should be in accord- 
ance with the technical design specification for the 
FPGA concerned, as will be apparent to one skilled in 
the art. 

Figure 2 is a schematic representation of one con- 25 
figuration of an FPGA 36 and a memory 38. the FPGA 
receiving an N bit bus. and being connected to the 
memory 38 by an M bit bus. 

Figure 3 represents one specific embodiment of the 
invention with an FPGA receiving a read/write line rAw 30 
and a chip select line at cs and supplying the chip select 
and read/write lines to the memory 38. In this embodi- 
ment, the FPGA can be initially programmed to pass 
read and write signals, as well as the chip select signals 
to the memory 38. With the second programming 35 
(reprogramming) the FPGA can be arranged to pass 
only read signals, thus preventing writing to the memory 
38. Alternatively, both read and write signals to the 
memory 38 could be prevented with the second pro- 
gramming. In either case system resource protection is 40 
provided either by preventing overwriting by the user or 
by completely blocking access to the memory 38. 

Figures 4 and 5 indicate that the FPGA 36 can pro- 
vide a translation between different sized buses. Thus, 
in Figure 4, a narrow bus B1 accesses the FPGA 36 but 45 
the FPGA 36 decodes the signals on the input bus B1 to 
provide individual decoded lines B2 for accessing the 
memory 38. 

In Rgure 5, a wide bus B3 accesses the FPGA 36, 
which only passes selected bits 84 of the address to the so 
memory 38. In an embodiment of the invention, the 
FPGA provides a different translation in the first and 
second programming modes. 

Figure 6 illustrates an arrangement where a bus 85 
is provided at the input side of the FPGA 36. At the out- ss 
put side of FPGA, address lines represented at B6 and 
further address lines represented at B6' are provided. In 
an embodiment of the invention the address lines 86 
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provide address signals with both the first and second 
programming of the PFGA. whereas the address sig- 
nals on lines 86* are either blocked or altered with either 
the first or second programming of the FPGA, whereby 
with the first programming, access to test software 44 
within the memory 38 can be permitted, whereas with 
the second programming, access to the test program- 
ming is prevented and access is instead permitted to 
user software 42. It would then be possible, during initial 
design and testing, or during subsequent use for diag- 
nostic purposes, for a test engineer to reprogram the 
FPGA with the original, first programming, and thereby 
permit access once more to the test software 44. 

As illustrated schematically in Figure 1 , the informa- 
tion 52. 54 is provided in the memory area 34 of mem- 
ory 32. However, it may be that the information relating 
to the first programming of the FPGA may not be 
retained in the memory of the computer system 10 at 
all, but could instead be provided externally by a test 
engineer when testing of the system is required. In this 
way, it would not be possible for the user to seek out and 
possibly find the information required for programming 
the FPGA. 

To provide additional security, it would be possible 
to encrypt the data stored in the areas 52/54 to make it 
more difficult for a user to find the information necessary 
for programming the FPGA 36. 

An embodiment of the invention can provide secu- 
rity of operation in that accidental access to critical 
resources can be prevented during normal use. Also, an 
err^odiment of the invention can make it significantly 
more difficult for the user to access the critical 
resources. 

Although particular embodiments of the inventions 
have been described, it will be appreciated that the 
invention is not limited thereto, and many modifications 
and/or additions may be made within the scope of the 
invention. 

Also, by way of further example, although in the 
embodiment described herein, the processing system is 
shown as a computer system, the processing system 
could be any apparatus or system having a computer- 
based, microprocessor-based or microcontroller-based 
control system. 

Claims 

1, A method of controlling access to a system 
resource in a processing system including a 
processing engine, said system resource and a 
bus. said method comprising steps of: 

in a first mode programming reprogrammable 
logic located between said bus and said 
resource to permit access by said processing 
engine via said bus to said resource; and 
in a second mode programming said repro- 
grammable logic to at least restrict access to 
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said resource via said bus. 

2. A method according to Claim 1, wherein said 
resource is a critical area of storage, said second 
programming of said reprogrammable logic block- 
ing access to said storage area. 

3. A method according to Claim 2, wherein said stor- 
age area comprises critical operational parameters 
relating to said processing system. 

4. A method according to Claim 2. wherein said stor- 
age area identifies or comprises critical operational 
software. 

5. A method according to Claim 2, wherein said stor- 
age area comprises test software and/or test 
parameters relating to said processing system. 



parameters relating to said processing system. 

14. A system according to any one of Claims 9 to 13. 
wherein said reprogrammable logic comprises a 

5 reprogrammable field programmable gate array. 

15. A system according to Claim 14, wherein first pro- 
gramming information and second programming 
information are stored in mennory in said process- 

10 Ing system. 

16. A system according to any one of Claims 9 to 15, 
wherein said first programming information is sup- 
plied externally to said processing system when 

15 required, and is not otherwise stored in said 
processing system. 



6. A method according to any preceding Claim, so 
wherein said reprogrammable logic comprises a 
reprogrammable field programmable gate array. 

7- A method according to Claim 6. wherein first pro- 
gramming information and second programming 25 
information are stored in memory in said process- 
ing system. 



8. A method according to any preceding Claim, 
wherein said first programming Information is sup- 3o 
plied externally to said processing system when 

re^i4&g^i^«ii^0^ 
processing system. 



9. A processing system comprising a processing 35 
engine, a system resource, a bus and reprogram- 
mable logic located between said bus and said 
resource, said reprogrammable logic being pro- 
grammable in a first mode to permit access by said 
processing engine via said bus to said resource 40 
and being programmable In a second mode to at 
least restrict access to said resource via said bus. 



10. A system according to Claim 9. wherein said critical 
resource is an area of storage, said reprogramma- 45 
ble logic, when programmed in said second mode, 
blocking access to said storage area. 

11. A system according to Claim 10. wherein said stor- 
age area comprises critical operational parameters so 
relating to said processing system. 

12. A system according to Claim 10. wherein said stor- 
age area identifies or comprises critical operational 
software. ss 

13. A system according to Claim 10. wherein said stor- 
age area comprises test software and/or test 
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(54) Processing system security 

(57) For controlling access to a system resource in 
a processing system, reprogrammable logic located 
between a bus and the resource is programmed in a first 
mode to permit access to the resource and is pro- 
grammed in a second mode to at least restrict access to 
said resource via the bus. The resource can be a critical 



area of storage holding or identifying critical operational 
parameters or critical operational software relating to 
the processing system. The reprogrammable logic is 
preferably implemented using a field programmable 
gate array. 
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